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Chapter 1

IN THIS CHAPTER

»» Knowing the challenges to data that a 
hybrid cloud presents

»» Understanding the limits of typical data 
resilience

»» Unifying your approaches to data 
protection

Delivering Modern 
Data Protection 
to a Hybrid Cloud

Every modern technology-driven organization understands 
data is one of its most valuable assets. It’s no surprise, then, 
that the protection of that data has become an increasing 

concern. This concern is made much more complex, though, 
because organizations no longer store all their data in a single 
location.

With the advent of modern cloud  — virtualized, on-premises, 
hybrid, full cloud, across multiple vendors  — it’s no longer 
enough to say “I back up my local data to keep it protected.” More 
sophisticated approaches are required to fit the evolving data and 
platform needs of the modern organization.

If you’ve bought into or heard the idea of hybrid cloud merely 
being a precursor to a full cloud approach, you can move on from 
that thought. Thousands of organizations are using hybrid cloud 
as their permanent cloud solution.
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Realizing the Value of Hybrid Cloud
Hybrid cloud has become one of the most popular solutions for 
managing highly sensitive data. It provides many of the advan-
tages of the modern cloud — elasticity, managed services, econ-
omies of scale — but allows a local component, which often is 
closely related to an organization’s most sensitive data.

However, with hybrid cloud comes multiplicity:

»» Multiplicity of data. Organizations using any type of cloud 
tend to have more data. Access and transit logs, application 
data, and business data all tend to grow across all the 
components of a hybrid cloud.

»» Multiplicity of server types. You also see more servers: 
sometimes physical servers and virtual machines hosted 
locally, but increasingly virtual machines hosted in the cloud, 
as well as Platform as a Service (PaaS) and Software as a 
Service (SaaS) workloads.

»» Multiplicity of data patterns. With more data and more 
server hosting solutions, it shouldn’t be a surprise that data 
begins to move through new pathways, be accessed in 
different ways, and, at times, even be stored in new ways.

To gain true value from hybrid cloud, you need to manage this 
multiplicity, and be able to scale with it. At some point, if you have 
an individualized solution for each server type, or data flow, or 
storage approach, you’ll lose the ability to manage just one more 
flow or approach, as well as the ease of a unified approach to data 
management.

Don’t see this multiplicity as negative. In fact, the ability to sup-
port a truly heterogeneous set of environments is an advantage 
of hybrid cloud, not a limitation. Instead, you can view this as a 
potential loss of value that you need to solve to ensure you get 
maximum value from your cloud.
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Addressing the Limitations of Cloud 
Resilience

Most cloud providers offer a variety of solutions for data resil-
ience. The most common is some form of replication:

»» Replication across data stores. It’s often trivial to turn on 
data replication, mirroring your data from one data store 
location to another (or several others).

»» Replication across cloud regions. Another common 
resilience strategy is to mirror or replicate data to entirely 
different geographical regions. This offers greater protection 
from a catastrophe at one location wiping out your data 
stores.

»» Replication from local to cloud (or vice versa). A slight 
twist on regional replication is using a cloud to replicate data 
from local stores, or from the cloud to local data stores. This 
often gives a feeling of greater protection because critical 
data exists in a local organization-owned facility.

However, it often takes more than these resilience approaches to 
truly secure your data. Consider that resilience won’t solve any of 
these common problems:

»» Data corruption. Corrupted data can replicate just as easily 
as non-corrupted data, so you can often find an entire 
dataset corrupted and replicated across all your data 
sources.

»» Data security. Cybersecurity incidents like ransomware 
continue to increase, while also becoming more sophisti-
cated. Successful attacks on production datasets will also be 
copied to replicated data.

»» Application reconfiguration. Your applications rarely 
automatically switch over to replicated resources. You’ll 
more often have to reconfigure them or adjust replication to 
take a secondary source and replicate it back to the primary 
source.

All this leads to a critical understanding: data resilience isn’t a 
complete solution for data retention or backup, and isn’t by itself 
sufficient for protecting your data.
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Centralizing Data Backup 
and Management

There’s a difference between data backup and data resilience. 
Data resilience attempts to make your data  — current, as it 
stands, right or wrong — less likely to be deleted or vanish. Data 
backup approaches the problem of not just preserving your data, 
but ensuring that it isn’t corrupt. If you have a database go bad 
and get replicated across multiple regions and platforms, it’s your 
data backup that enables you to recover what was corrupted.

The best way to manage and protect data across a hybrid cloud is 
to select and utilize a singular solution for data backup. Ideally, 
that singularity comes in a number of forms:

»» Singularity of product. One product means one vendor, 
one set of configuration concerns, one set of training.

»» Singularity of platform. Look for a solution that can work 
across multiple platforms — local, cloud, in different 
varieties, and so on — but presents to you and your 
technology teams as a singular platform with one entry point 
common to all your data management services.

»» Singularity of management. You may need different tools 
to properly manage data sources across your hybrid cloud, 
but you also shouldn’t need different dashboards or 
approaches to dealing with disparate data. When you 
backup, you should be able to backup all your data without 
special steps for each variation in storage.

Centralizing your data backups with a single vendor actually 
allows your data to become more complex, and more distributed, 
because that complexity and distribution doesn’t get limited by 
your backup solution.

Data backup in a hybrid cloud world isn’t easy. It’s no longer 
as simple as just copying files to another medium or location. 
Because data backup is complex, your selection of a vendor and 
disaster and data recovery partner really determines if you can 
manage that backup complexity well.
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Chapter 2

IN THIS CHAPTER

»» Avoiding provider-specific data strategies

»» Reducing the cost of operating data 
through uniformity

»» Unifying your approaches to data 
protection

Adapting a Multi-Cloud 
Data Strategy

Your selection and configuration of your hybrid cloud often 
has a symbiotic relationship with your selection of data 
strategy — and the partner and tools that are attached to 

that strategy. In the typical case, the more complex your hybrid 
cloud, the more complex your data strategy.

However, you want to create a different kind of relationship: 
one in which your data strategy creates room for complexity and 
flexibility in your cloud. An effective data strategy must itself 
be flexible to support an evolving business, and should open up 
options to you, not close them off.

If a complex hybrid cloud sounds like a bad thing, consider 
that sometimes complexity comes with using multiple provid-
ers, different approaches to hosting (like virtual instances and 
containers), and different data sources and data flows. In these 
situations, complexity means “more options” and is something 
you want, not something to avoid.
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Maintaining Flexibility with Multiple 
Cloud Providers

Whether you use one cloud provider or many, you’re going to 
quickly see that there are two basic approaches to data protection:

»» Provider-specific options. Often options within the cloud 
provider itself, or through tight partner relationships, your 
data backup is highly tuned to a specific cloud provider, and 
depends on provider-specific features or configuration.

»» Provider-neutral options. Provider-neutral options allow 
for an agnostic approach to data protection. These solutions 
typically work across a large set of possible cloud providers, 
as well as a multitude of on-premises datasets.

Always strive for the second approach — one where the solution 
you use is neutral to a specific provider, but still provides the tight 
integration across multiple platforms. This neutrality enables you 
to add additional providers as needed.

You don’t always need to be cloud-neutral, as you can lose a lot of 
the value of a particular cloud provider’s technology. However, in 
the case of data backup, cloud neutrality has a lot of value. Appli-
cations can and often should take advantage of specific cloud fea-
tures; data strategies generally should not.

Choose a provider-neutral strategy 
from the start
If you build your data strategy from the beginning to account 
for multiple cloud providers, you won’t have to adjust it when 
you want that flexibility. More specifically, your strategy should 
account for data in any number of locations: on-premises, hosted 
in this provider, hosted in that provider, hosted in a database or 
on an object store.

Maintain provider-neutral data
You also need to ensure your data remains provider-neutral. This 
is less about format and more about ensuring your data can easily 
move in and out of a particular provider, and then easily move to 
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another provider. Data that starts in AWS should be able to flow 
to Microsoft Azure or Google without change, and your backup 
solution should be easily adjusting to the data location without 
needing to worry about format changes.

Think about your data protection as a platform in and of itself. In 
that light, you want that platform to be able to interact with all 
other platforms in your hybrid cloud in a singular, unified way.

Building Uniformity of Data Management
It’s a good start to adopt a provider-neutral data strategy and 
work hard to maintain data uniformity across your cloud. But 
that’s only a first step. You also need to ensure uniformity of the 
management of all that data, wherever it is created and stored.

Your data solution, then, is your entry point to all your data, in 
any location. It should allow you to answer Yes to the following 
questions:

»» Can you manage data stored on-premises as well as data 
stored in a cloud through a singular interface?

»» Can you report on and aggregate all your data and treat it as 
a whole, not just individual silos in different locations?

»» Can you easily orchestrate data protection across all 
platforms at once?

Data management isn’t just about tooling, either. Over 60 percent 
of organizations in the 2021 Cloud Protection Trends Report indi-
cated that the same individuals managing on-premises backups 
are managing cloud backups. That means that a uniform solution 
serves this singular group far better than forcing them to learn 
specific options for each cloud provider.

As uniformity of data management increases, you typically see 
a decrease in the cost of that data management. Your opera-
tions team will need less training and spend less time context-
switching, which all means greater efficiency of operation.
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Mapping Multiple Backup Data Flows 
to Gain Flexibility

There’s another important question you should ask of your data 
strategy, and the partners and tools you use:

Can you restore data to the original location as well as alternate 
locations, irrespective of whether the location is in the cloud or 
on premises?

This is a powerful question because it begins to move beyond a 
rigid backup solution. Rigidity in this sense is a solution that takes 
data from point A, backs it up to point B, and can then restore that 
data to point A — and nothing else. A more flexible solution can 
take that same backed up data at point B and restore it to point C, 
or D, or anywhere else.

This flexibility in data flow ties directly to your ability to orches-
trate real-time disaster recovery at the application level as well.

Always try and pair advances in your disaster recovery and 
backups with advances in how your applications connect to the 
protected resources. As recovery becomes more sophisticated, 
ensure your applications gain the benefit from this increased 
sophistication and uptime.
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Chapter 3

IN THIS CHAPTER

»» Distinguishing between backup data 
flows and data workflows

»» Automating repeated processes

»» Orchestrating automations to provide 
ultimate flexibility

Managing Disparate 
Data and Workflows

Flexibility is the key when it comes to a long-lived and 
sustainable approach to backups. Flexibility is critical when it 
comes to operating in multiple cloud environments, and it’s 

equally important when it comes to all the varying approaches to 
storing and categorizing data workflows.

It’s easy to confuse the flow of data as it is backed up from one 
location to another (discussed in Chapter 2) and the flow of data 
within your applications and cloud environments — the focus of 
this chapter. You can think about the flow of data from a source 
to a backup as a backup data flow and the flow of data within 
and through applications as simply data flow or sometimes data 
workflow.

Backing Up Heterogeneous Data Models
The reality of a hybrid cloud world, and the modern technol-
ogy organization, is that data is no longer confined to a singular 
database in a singular location.
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Recognizing data categories
Consider all the ways in which data is typically categorized:

»» Application data. This is the common case where data 
(often in a relational database) serves dynamic applications.

»» Log data. Log data is now a first-class data citizen and is 
often required for compliance as well as operations.

»» Internal user data. Documents created and managed by 
your internal employees and contractors, from spreadsheets 
to presentations, are just as important to consider as 
traditional application data.

»» Derived data. With the explosion in importance of AI (artificial 
intelligence) and ML (machine learning), there’s now a wealth of 
data generated from other data hosted in various locations.

Understanding predominant 
data models
In addition to data categories, each of the above categories can be 
stored in a variety of data models:

»» Relational data. Again, the most common model remains 
data stored in relational, SQL-based databases.

»» Structured, non-relational data. The rise of NoSQL and 
technologies like Firebase have made data in key-value pairs 
and other non-relational stores extremely common.

»» File-based data. Logs are a great example here, as they’re 
often stored in files in a directory-like structure.

»» Object-based data. Most commonly associated with 
Amazon Simple Storage Service (Amazon S3), object storage 
goes beyond basic file storage and adds organization 
without going to a relational model.

The term data model is used a bit loosely here. Rather than the 
more formal “data schema” usage, it applies to the different 
approaches to organizing and storing data at a high level, each 
of which brings different considerations to management and 
backup.

Your approach to data backup must account for all these data 
flows.

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.
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Building a Plan for Disparate Data Flows
In many ways, the best plan to handle different categories of 
data in different models is to avoid a plan for each of those cat-
egories and models. Put another way, unless you intend to be 
a data backup company, you’ll rarely have the time, resources, 
and expertise to accommodate each category and each model in a 
long-term resilient manner.

Your plan should be less about the mechanics of a particular 
model, and more about selecting a provider and set of capabili-
ties that address your current and future data needs. Inherent to 
a good selection here is support for disparity. Here are just a few 
valuable questions that you’ll want to ask:

»» Are there are data model limitations? You want a “No” 
answer here. Assume that the one unsupported data model 
will always be the one you’ll need most on your next project.

»» Can heterogeneous data be treated as homogenous in 
backup? That’s a mouthful, but it boils down to this: you 
want your backup solution to allow you to treat data as data, 
not as “structured data” or “relational data” or “object data.”

»» Can data be backed up from anywhere in its flow? 
Obviously, you should be able to back up data from where it 
ultimately rests (such as a database). But can you also take 
snapshot backups from transient data or as data moves 
from one instance to another?

Part of the reason you must work to avoid complicated model- 
specific strategies is that there’s always another model around 
the corner. Imagine having spent hundreds of hours on a via-
ble relational database backup strategy ten years ago to find 
that non-relational data is now critical, and little of your work 
translates!

Your plan, then, is less about solving for each individual model 
and workflow and more about finding a solution that handles het-
erogeneous workflows in general. Good solutions here are data 
model agnostic, as well as cloud and infrastructure agnostic. And, 
ultimately, the best solutions give you the most powerful tool 
you’ll ever have: freedom to make choices that are right for your 
organization.
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Automating and Orchestrating 
Everything Possible

Flexibility is a key ingredient in a solid backup strategy. But make 
no mistake: flexibility without automation is extremely limiting. 
Automation here simply means that the processes which pull 
together data across your hybrid cloud and manage backups and 
restores are basically “button pushes.” You push a button and a 
complex process kicks off, manages data, and completes without 
intervention.

Once you have automation — long sequences of commands and 
actions wrapped into easy-to-use workflows — you can look to 
add orchestration through your backup solution. Orchestration 
takes all the automated processes, each doing single things (like 
backing up a specific relational database or restoring yesterday’s 
snapshot to a production workload) and combines and manages 
them across a complex organization.

Take this approach with every bit of backup functionality you 
need and add to your data strategy: Automate it and then ensure 
that it’s folded into your overall data orchestration. You’ll find 
your life gets easier and your organization will run smoother than 
ever before.

DATA IS ALWAYS MOVING
If you’re not already convinced that building a robust backup strategy 
is complex, consider that most data is never at rest for long. Data in 
one model may flow into an application and then be stored in 
another model, potentially with a new format or structure. This is just 
another reason that a comprehensive strategy that covers all types of 
data models is essential.
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Chapter 4

IN THIS CHAPTER

»» Ensuring you own and control all your 
data

»» Choosing a flexible backup solution

Five Hybrid Cloud 
Backup Challenges

H 
ere are five challenges you’ll face and overcome to plan 
and execute a successful hybrid cloud backup strategy.

Redefining IT in a Cloud World
You can’t simply take your existing IT group, throw a few train-
ing courses on cloud and data at them, and expect great results. 
You need to invest in redefining what IT in your organization 
means through training, upskilling staff, adding new staff, and 
setting new requirements and expectations. IT is no longer about 
watching lights and changing out hard drives, and it’s up to you 
to effect this change in your own organization.

Avoiding an “Only Local Data is Safe 
Data” Mindset

Gone are the days when the cloud was a risky venture, even for 
data hosting. While there’s value in having a copy of all or part 
of your data in a local facility, that’s not the ultimate goal of a 
balanced approach to data backup and integrity. Backup your data 
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well and often, and store data where it makes sense — including 
in the cloud as a primary source.

Maintaining Ownership of Data
While you shouldn’t be afraid to store data in the cloud, you 
should still be cautious to ensure you own all of your data. That 
means you control where it’s stored now and in the future, how 
it’s replicated, and where your backup solution stores artifacts. If 
you can’t at any point ensure ownership of all of these steps in a 
data flow, change the flow (or the backup solution!). Better yet, 
make sure that every time your data is moved (even when backed 
up), you’re in total control of the locations of that data. Don’t set-
tle for a vendor-controlled offsite backup. Back your data up to 
where you want, on your terms.

Balancing Cloud Neutrality with Value
It’s easy to think that the best approach to flexibility in the cloud 
is to never use any cloud vendor-specific services. That does make 
your code and data more portable, but it drastically reduces the 
value of each cloud vendor’s offerings. Seek balance, not absolute 
neutrality.

Your backup solution should ideally support common vendor-
specific paradigms, working with the cloud providers’ strengths. 
If one cloud provider has a strong replication and mirroring 
model, use it — and then ensure your backup solution supports 
that functionality. The result is a high-value use of cloud-specific 
features and the choice of a flexible backup solution.

Avoiding a Single Backup Model
Always strive for a single backup solution, but that isn’t the same 
as a single backup model. As your applications grow more complex, 
you’ll typically use data in and from more formats and sources. 
Allow the differences in backup model through choosing a highly 
flexible backup solution. Ensure your solution can accommodate 
a variety of approaches to backup, rather than forcing all your 
disparate data into one specific (and therefore inflexible) mold.
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